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Cyberspace: Concepts and Dimensions
Abstract

The study deals with cyberspace and its changes in international
relations, how cyberspaceappeared as a concept, the stages of
its formation and development, the effects it has had on the
concept of deterrence and whether cyberspace can be included
in the deterrence system, and the obstacles facing it, the study
dealt with how to achieve superiority in cyberspace and find a
model of superiority for this defensive and offensive such as
attacks on military and government systems, targeted attacks on
infrastructure and resulting material losses may be Catastrophic
for the target state.

The study concluded that cyberspace cannot be overlooked its
impact on international relations in changing the nature of
deterrence and war, andthe inevitability ofadopting cyberspace
as a new defensive dimension, and not looking at cyberspace
and cyber power with luxury and not having an impact on
international relationstheoretically and practically, the omission
of this impact causes a defect in theorizing, which results in a
defect in finding an explanatory theory to deal with reality, as
controlling cyberspace does not bring victory in war alone, for
example, but you cannot win without it, and others related to
cyberspace.

Keywords: Cyberspace, Deterrence, War, International

Relations, CyberPower.
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1- Richard L. Kugler, Deterrence of Cyber Attacks, National Defense University,
Washington, April 2009, p.18.

2Will Goodman, Cyber Deterrence Tougher in Theory than in Practice?, Strategic
Studies Quarterly , Air University (U.S.), v.4, no.3, (Fall 2010), pp. 105 - 107.
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1. Alyza Sebenius, "Biden’s Cyber Red Line Is Prime for Putin Challenge", Bloomberg,
2021-06-18, link: https://www.bloomberg.com/news/articles/2021-06-18/biden-s-cyber-
red-line-is-prime-for-putin-challenge-experts-say
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L Will Goodman, Cyber Deterrence Tougher in Theory than in Practice? , op.cit., pp. 108
- 1009.
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L william D. Bryant, Cyberspace Superiority: A Conceptual Model, Air & Space Power
Journal, Vo0.27, No.6, November-December 2013, pp. 30 — 31.
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1. Craig B. Greathouse, "Cyber War and Strategic Thought: Do the Classic Theorists
Still Matter?", Springer, Heidelberg , Berlin, link:
https://link.springer.com/chapter/10.1007/978-3-642-37481-4_ 2#aboutcontent
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1 - Kevin E. Hemsley and Dr. Ronald E. Fisher, History of Industrial Control System
Cyber Incidents, Idaho National Laboratory, December 2018, pp. 4 - 22.
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