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Proposed Model to Enhance Tax Collection
Efficiency Using Cybersecurity Strategies:
An Applied Study

Abstract

This research aims to present a model to improve the
efficiency of tax collection through the application of
cybersecurity strategies, with a focus on companies listed on
the Egyptian Stock Exchange. This model was developed in
response to the growing challenges posed by cyber threats to
tax data and the processes of tax collection.

The research methodology was based on an analysis of data
derived from literature reviews, previous studies, and
interviews with experts in the fields of cybersecurity and tax
collection. The applied study relied on a sample of 135
companies listed on the Egyptian Stock Exchange during the
period from 2020 to 2023. The research findings indicated a
positive impact of applying cybersecurity strategies (such as the
use of firewalls, data encryption, and intrusion detection
technologies) on enhancing tax collection efficiency.

The results also suggested that reducing tax evasion and
increasing actual tax collection rates could be achieved by
improving the speed and effectiveness of protection
mechanisms. Furthermore, the enhancement of advanced
cybersecurity systems contributed to the early detection of fraud
attempts, resulting in fewer errors and greater accuracy and
speed in the tax collection process.

Keywords: Cybersecurity, Tax Collection Efficiency, Tax
Evasion, Cyber Attacks, Cybersecurity Strategies.
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